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Lincolnshire County Council hitby £1m 3
malware demand

w; @® 29 January 2016 f v © ™ <« Shae
rdl

A ALL YOUR PERSONAL FILES HAS BEEN ENCRYPTED A

Tl'l.l'TDS1 All your data (photos, documents, databases, etc) have been encrypted with a private and umque key generated for this
computer. This menas that you will not be able to access your files anymore until they are decrypted. The private key =
dD‘i‘l'\'r stored i our servers and the only way to receive your key to decrypt your fles s making a payment.

it hel

The payment has to be done n Bitcomns to a unique address that we generated for you. Bicomns are a virtual currency to
make onkne payments. If you don't know how to get Bitcoins, you can chck the button "How to buy Bitcomns™ below and follow
the mstructions.

When the provided bme ends, the payment will mcrease to 1 Bitcons ($350

aprox.). Also, if you don't pay in 7 days, your eniqie key will be destroyed and you won't be able to recover your files
anymore.

Payment raise Final destruction

3 days, 23:55:31 6 days, 23:55:31

To recover your files and unlock your computer, you must send 0.1 Bitcoins ($35 aprox.) to the next Bitcoin
address:

energy networks

Check psyment  How to buy Bitcoins BLEEPINGCOMPUTER [if cyber attacks on
icture

- in effort to access system

An example of a ransomware demand

Parliament has been hit by a “SLlStaiIlG‘d an Lizzie Dearden | @lizziedearden | Saturday 15 July 2017 15:42 BST | (0
attempting to gain access to MPs’ and their staffers’ email accounts. Both houses
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Cyber Crime — What are we doing?

« 1/3 year plans in conjunction with P ROTECT p
key partners R
b E
« Ensure fully trained team to " \E’
Investigate Cyber Crime of all ¥
E Prepare N
levels T
. ) & e B e, €3 A Ruend, Get Safe Online
- Divert Offenders I ks
fooors O o il s Ll -
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Helping Businesses

protect themselves online:
SME cyber-security survey

empoc

UK private sector
businesses accounted
for by SMEs

Employed by
SMEs

Reported a security
breach in the last
yvear

Cost of cybercrime to
UK businesses per year

Preliminary Results:

& [ & )

46% 20%

Reporting a cyber attack
to the police would
damage the company’s
reputation

Brought in their
own USB stick

—

88%

Managers
responsibility to
protect company
from cybercrime

28%

Had shared
their password

83%

More could be
done to
communicate risks
of cybercrime

Use the same
password for
multiple websites/
accounts

s

48%
Police lack the
capacity to deal
with cybercrime
effectively

=

21%

IT security is not
a priority in their
organisation

Dr Lee Hadlington
DE MONTFORT UNIVERSITY
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ActionFraud

Mational Fraud & Cyber Crime Reporting Centre

Cyber Crime — What can we all do?

« Understand your own culture around Cyber
Hygiene and your biggest risks

« Encourage reporting and discussion of near
misses/concerns

 Engage and educate staff

« Ensure continuity/resilience is considered for o
incidents of Cybercrime

» Follow trusted sites/people to keep up to date
* Report incidents through the correct channels!

 Action Fraud
« 999

leics.police.uk

o

&= Leicestershire
@ Police 6




The coming year....

General
Data

Protection

ActionFraud \ Hegulation

Mational Fraud & Cyber Crime Reporting Centre

Direct Access - Vault

East Midlands Special Operations Unit
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a part of GCHQ
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Contact Details:

Leicestershire Cybercrime Unit: DS 2877 Charles EDWARDS
01162483950 — Cybercrime@Leicestershire.pnn.police.uk

Cyber Protect Officer: 7916 Samantha HANCOCK
01162482777 — Samantha.Hancock@Leicestershire.pnn.police.uk

Regional Prevent: emsou_cyset@Ieicestershire.pnn.police.uk

Advice Website: www.getsafeonline.org/leicestershire

Any Questions?
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